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STAT 


UNITED STATES SENATE 

Permanent Subcommittee on Investigations 

_ William V Roth Jr.. Chairman 

Warren B. Rudman. Vice Chairman 
Sam Nunn, Ranking Minority Member 


FOR IMMEDIATE RELEASE 
June 6, 1985 


For Additional Information, 
Contact: Eleanore J. Hill 
Phone: (202) 224-9157 


SENATORS RECOMMEND IMPROVEMENTS 
IN SECURITY CLEARANCE PROGRAMS 


Por 1 n»n fl nt en J t k rS W .VJ iara V. Roth, Jr., (R-Del .) and Sam Nunn (D-Ga.) of the 
Permanent Subcommittee on Investigations today called for fewer security 
clearances, improved and more frequent background checks, tighter controls on 
IE; 2i?! em1 ;H 1on ^ classified documents and a more active leadership role by 
*1?* National Security Council as steps that can be taken immediately to curb 
the rise In Soviet espionage In the United States. J 

T . h ® Subcommittee held hearings on the government's security clearance 
program in April where shortcomings In the effort to combat espionage were 
Mwitx/ lt e ,ff heari H n9S ^f re ^? ase * d a on an Investigation by the Subcommittee 

Mlmhpi ty w4h d d6r the di r® ction of Senator Nunn, as Ranking Minority 
Member, with the concurrence of Senator Roth, the Chairman. y y 

thp of the bearings, a report of the investigation, including 

Members°by e Roth 'and Nunn! P C t0day ’ Wnl bS c1rculated ““"S Subcommittee 

Senators Roth and Nunn released copies of their proposed findinas and 
recommendations at the press conference and, in a join? stat«int urged 
M fT berS t0 concur 1n the Endings and the Congress and executive 
espionage ^ ^ ^ 

Senators Roth and Nunn said: 

h™* em h*ILJ S J nCreaSi ? 9ly ap P arent that the Soviet Union and its surrogates 
have ember ked on a massive espionage venture in this country wherein thev hoD*» 

to obtain as much of our classified information as they can The U S mult 

respond In a prompt and effective fashion. y S * must 

In this "co^rv^ "KT® tha ", 4 mill j on P ersons with security clearances 

nft«n c»nSr y *i G1 the mass1ve numbers of clearance requests, all too 
1nauirv SC Vn c .\ earances are granted with Insufficient amounts of background 
2 Important, our hearings showed that far too little 

personnel* °stuH?o< r ht S 1s . being made to periodically reinvestigate cleared 
intpnd?nn\ n St di A S h ® shown that rarel * do people enter federal service 

f > d to .. co / nm 1} espionage. It is usually after they have been on the lob 
rZr th ?*’ for a var1et y of reasons * they become vulnerable to Soviet 
important?' That iS why the periodic ^investigation is sS 

That ob j ec 1 1 ve° c an 3 better j ? b cleari . n 9 government and defense workers, 

s cut to thP mini™ m ? re reallstic on e if the number of cleared personnel 
examole Pentaaon n^* < F , ar more workers have clearances than need them. For 
T^ r P SecVe t cleTanr pV ° 1 al S t ^ ified at our bearings that 33 percent of the 
who nVuor ! T« C on9 defense contractor employees are held by people 

ao?ernmpnt h®fr et document * With fewer background checks to conduct, 

government can do a better job on those that are really necessary. 


OS REGISTRY 
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In addition, the Pentagon particularly should be more prudent in its 
dissemination of secret documents. The fewer people who see such papers the 
fewer opportunities there are for. compromise. 

I 

The National Security Council and the interagency working group 
formed to implement National Security Decision Directive Number 84 (NSDD 84) 
should be encouraged, perhaps by the President himself, to move quickly to 
implement comprehensive reform in the way we provide for personnel security. 
Continued bureaucratic delay and interagency disputes should not be allowed to 
further forestall sound security measures. The NSC should take prompt and 
decisive action to address and help solve the many serious problems which 
undercut the government's ability to effectively protect classified 
information." 

The Roth-Nunn findings and recommendations are attached. 

# 


Attachment 


i ■ ■ ■ 
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June 6, 1985 


Findings, Conclusions and Recommendations for Corrective Action 
inTederal Government Security Clearance Programs 


1. The government's personnel, security program should be devoted to 
accurately detecting potential* security risks as well as efficiently 
clearing large numbers of personnel. 

2. The number of personnel holding clearances for access to highly sensitive 
information must be reduced. Our current system cannot adequately insure 
the continued integrity and reliability of the 4.2 million Americans who 
today hold security clearances. Furthermore, hearing testimony strongly 
suggested that many of those 4.2 million have no actual need for a 
security clearance. Clearance requests have reached unmanageable numbers, 
resulting in diluted investigative resources and background investigations 
of diminished quality. The President should issue an executive order 
directing that government agencies and contractors substantially cut the 
number of security clearances within 2 years with a goal of a 50X 
reduction. As an added incentive, those agencies and contractors who make 
the largest cuts should be given priority on remaining clearance requests. 

3. Complementing the reduction in clearances, there must also be a 
significant effort to insure that information is classified only where 
truly necessary to maintain the national security. Although the 
Subcommittee's investigation did not focus in detail on the problem of 
overclassification, the 1984 report of the Information Security Oversight 
Office, released shortly after the Subcommittee's hearings, confirmed that 
"overclassification" of information remains a problem within the 
government. 

4. The National Security Council should promptly complete its review of the 
personnel security programs. Although the National Security Council has 
been charged with initiating needed reforms in personnel security, this 
had not been accomplished at the time of the hearings. Given the critical 
importance of these reforms to our national security, the National 
Security Council should act promptly and without further delay, to carry 
out this responsibility. Absent such action, Congress will be forced to 
consider enacting legislation to replace, revise, and consolidate the 
dated executive orders which now govern the government's security 
clearance programs. 

5. An executive body should be established with personnel security oversight 

responsibilitier for the entire government similar to those which the 
Information Security Oversight Office now holds for the classification of 
information. This organization should specify and enforce uniform 

government-wide standards for security investigations and adjudications 
for both personnel and facility clearances. Standard requirements for 
formal training for both investigators and adjudicators should be 
established. 

6. Congress must also focus on problems dealing with classified information 
in the legislative branch. For the most part, there are no established 
standards or procedures. Personal offices and Committee practices vary 
widely in terms of their handling of clearances and classified material. 
There are few, if any, checks in this system. We believe an overall 
review of security procedures in the legislative branch should be 
conducted by the Rules Committee in consultation with the Intelligence 
Committee with a goal of recommending improvements where needed. We 
commend the Senate Intelligence Committee's efforts in this area and 
recommend the review of their practices and procedures as a model for 
such improvements. 

7. A more thorough quality background should be conducted on those 
individuals with Secret clearances who have access to highly sensitive 
information. Hearing testimony established, without dispute, that the 
national agency check, now currently used as the basis for most Secret 
clearances, is woefully inadequate as a background investigation. Some 
effort should be made to review and perhaps restructure the massive Secret 
clearance category with a view to prioritizing those clearances actually 
affecting the most critical and sensitive information. 
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8 ' Secret cl*£! ar , per1od1c "Investigations for personnel with 

J°P Secret clearances. Timely reinvestigation should be 

considered as Important and be accorded as much priority as the initial 
background investigation. Cleared employees, at both government and 

secur*ty° r ,uest1onn»1res d ^ r r ' qu,red to c .^ p l ete *«rly updated personnel 
wu5 uest1on ?*J re !* - Some responsibility for updates should be 

shifted where possible to the users’ security departments. 

9 ' EL.7 i,is , tlc sanctions, such as debarment, suspension and the 

imposition of monetary fines, should be meted out to employers* of cleared 
’" p1 “ din 5 defense contractors. If they Singly or through 
. vio1ate Personnel security regulations. Greater enmhasis 

thp U l?rn b mi- P M C i e if on _ the use of these sanctions in an effort to increase 
the accountability of contractors for security violations. 

10. Legislation should be enacted which would allow security clearanrp 
Offir£ i9 nf D 6 a9enCi i eS M SUCh as the 0efense Investigative Service and the 
f™ state and rS l°o n ca e i aaeS^ to obtain needed background information 

‘"'I t are A te " refUSed needed 1 nforma t Ion *due r^t^p^eiatfoToV^ 
and the Fair 1 Cred 1 1 "Report ?ng S Act? ***• the °U 

11. An interagency group should be formed to develop a more effertivp m B »nc 

IlL„ s COnd “ C H t1n9 Pe :, SOnne1 '““Hty Investigations 3 ™egard ng ™Wa„t 
claJanr.. naturalized citizens who apply for Slty 

security h and d pr r ior°itTz^ 3 ^^lT C eJ^o^s 

“■ sr ss; rnr 

?h! S °n n f 1 vulnerability. Hearing testimony indicated that a’t least in 

resource S for° e ttrVng ‘nuV'in T 1$ - 0f 

importance to our national security. ’ despUe ,ts 9 r0 *’"9 

13 ' 5S2 9 MtiL S 5°“! d co ; s1der the need for legislation clearly specifying that 

Vh/IS^^^s/^^rkie-nol 

den?a? 3 or ATnsUtemenl " 0t b * '" 9a9ed the 

14 ’ Iechno°logy n "f^ ^ncedl^f class^ 1 docum^nts^J^pr^ent 3 "^!? 

rfm^tera’s’^^s^Z 31 ., 5 

determined by the sensitivity and vulnerability of the material Involved? 

15 - SSSStt corftractors^should T^ten" tt^Mgrest^tlt ^""“Th:" 3 

consequences , °of d espionage 2 in 2\tW tTS El? 1 9PaVe persp " a ' 
of espionage as an of ten 9 glamorous Wntrigpl^dJ!^ "’inceptions 

”■ S3 

17 ' cSmpet1t1ve re 2dvan r ta«’ln C ?he r M^?n Wh ° reduce *“ur1ty costs have a 
Regulations should be reviewed to determlnp* . C 5(r rent Federal Acquisition 
to segregate security costs from tSn! 6 , Wh ? ther th ca " be modified 
for the 9 award of contracts ° tLVA overhead rate determinations used 
inclusion of security costs in* owpJhV.V i y Rested that the current 
to strengthened " CMtr ^ a “dis Incentive" 


Sanitized Copy Approved for Release 2010/10/07 : CIA-RDP87-00812R00020009001 1-5 



Sanitized Copy Approved for Release 2010/10/07 : CIA-RDP87-00812R00020009001 1-5 


« n Tm/estiaative Service (DIS) and Office of Personnel Management 

(0PM) investigators are not currently authorized to use the National Crime 
Information Center (NCIC) data bank. Law enforcement agencies routinely 
use that data bank to quickly obtain updated criminal record information. 

The Attorney General should proceed with arrangements for both the °efejse 
Tnuectiaative Service and Office of Personnel Management to be granted 
accessto the National Crime Information Center by the BoardofGovernors 
Sco nf the Center would greatly facilitate access to state criminal 
records which are often otherwise unavailable for use in clearance 
investigations. 

iq Government agencies and contractors should emphasize and strictly adhere 
19. Government standard in submitting clearance requests. Greater 

unnecessary ciLST «? 

Defense Investigative Service should be charged to the a PRT? P of?ile of 
service or agency, similar to the system now employed by the Of ice or 
Personnel Management. Contractors should be charged for the cost of a y 
DIS ' invest nations requested beyond established quotas for those 
request s^ljnd'er current ru 1 es , costs of Defense Investigative Service 
Investigations are covered by the DIS budget, rather than y 
agencies requesting the investigations. 

20. The requirements for cleared personnel and facilities vi«-y in res^nse to 
federal budaet priorities. To meet uneven demand, the Office of Personnel 

wt.h'nnt unnecessarily expanding the permanent federal workforce. All 
“responsible for conducting personnel security Investigations 
should exaSilne the feasibility of, and consider, following this procedure 
during surge periods. 

?1 Currently only three professional employees in the Department of Defense 
are reVponsib e for policy operations for what amounts to the argest 
Personnel security program In the free world. More realistic staffing 
would help eliminate the need to periodically create , ove ^ ( I 9h d t ’ 
to propose reforms of the program. The office in DOD dea Ij n 9 with 

Dersonnel security policy should be given enhanced status and adequately 
staffed and funded so that it can effectively oversee the DOD personnel 

security program. 

22 In keeping with these recommendations, the Subcommittee commends the work 
of the Department of Defense Industrial Security Review Committee as set 
forth in ? its December 1984 report. The Committee s analysis of the 

Defense Industrial Security Program was extremely helpful to the 
Subconwittee in identifying and examining major shortcomings within the 
program. The Subcommittee recommends that the Department of Defense 
review and implement where feasible the Committee's recommendations for 
improvement of the Industrial Security Program, with particular emphasis 
on those portions dealing with the enhancement of personnel security 
investigative standards; the reduction of industrial clearances, increased 
and improved security requirements for industrial contractors - incuing 
strict monitoring of after-hours access; and revision of the industrial 
security inspection system. 


# 
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